
WELCOME TO WEB3

WEB3 SAFETY CARD

Check first.
Then confirm.

A calm check before every transaction.

01 Destination

Use the official website or app. Do not trust links in unexpected messages.

02 Token & contract

Verify the exact token, issuer and contract address. A token name alone is not enough.

03 Network

Sender and recipient must support the same network. A bridge changes the network.

04 Address & amount

Check the full address and amount. Verify first, then consider a small test transfer.

05 Gas & fees

Keep enough of the network coin and check all fees and the expected outcome.

06 Approvals

Read which spender, token and allowance you grant. Limit permission to what you need.

07 Connections

Disconnect ends the connection. Revoke removes the particular on-chain allowance.

08 After confirming

Check the TXID on the correct explorer. An approval is not the main contract action.

Your recovery phrase stays secret.

Never share your recovery phrase or private keys. If the phrase leaks, use a new wallet with new keys. Revoking alone does not make it
safe again.
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